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Why now….

“For internal audit to continue to 
deliver value, it needs to understand 
the impact of these technology 
innovations on their organizations. 
Boards and Executives expect internal 
audit functions to have a point of view 
on new technologies and to be able to 
provide advice on how the 
organization should embrace them 
while managing the risks and 
implementing strong controls.”

- PWC 2018 State of the 
Internal Audit Profession Study

“How can CAEs upskill the internal audit activity to be

ready for the challenge? The first step is recognizing that

new skillsets are required. Collectively, the internal audit

activity must have a sufficient understanding of AI, how

the organization is using it, and the risks that AI

represents to the organization. The CAE must be able to

communicate this understanding to senior management,

the board, and the audit committee. A good place to

start is with The IIA’s thought leadership on AI, and The

IIA’s supplemental guidance on topics like big data and

talent management.” 
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A Quick Introduction to Advanced Analytics



Before that…A quick introduction to me…

Allan Sammy, 

Director, Data Science and Audit Analytics, Canada Post

● M.Sc. Predictive Analytics (Northwestern)

● CPA, CIA

● Director, Fraud Risk Management, Ontario Lottery and Gaming

● Director, Internal Audit, Canadian Air Transport Security Authority 

● Forensic Accountant, Deloitte

● Commercial Crime Investigator, Royal Canadian Mounted Police (RCMP)

How I got into Analytics………..



What is Data Analytics?

o Data analytics is the pursuit of extracting meaning from raw data using specialized computer systems. These 

systems transform, organize, and model the data to draw conclusions and identify patterns.

o Benefits:

• Cost Reduction

• Faster Better Decision making

• New Products and Services

These big trends are not that hard to spot (they get talked and written about a lot), but they can be strangely hard for large 

organizations to embrace. We’re in the middle of an obvious one right now: machine learning and artificial intelligence.

- Jeff Bezos, 2017 Letter to Shareholders



What is a Model?

An analytical model is simply a mathematical equation that describes relationships 

among variables in a historical data set. The equation either estimates or classifies 

data values.

- Basic Modelling (Need to understand on a functional level)

- Advanced Analytics (Need to understand on a conceptual level)

Computers can only do math….



Basic Modelling Techniques

The primary basic modelling techniques that we are interested in are:

Linear Regression

Regression analysis is used to understand which among the independent variables are related to the dependent 

variable, and to explore the forms of these relationships. 

Uses:

 Model expected sales, expenses for outlier detection

Classification

Classification is the problem of identifying to which of a set of categories (sub-populations) a new observation belongs, 

on the basis of a training set of data containing observations (or instances) whose category membership is known.

 Logistic regression

 Decision trees



Advanced Analytics

Important concept : Supervised vs Unsupervised Learning

• Supervised : The model is trained on “labelled: data

 Known fraudulent transactions

 Pictures of dogs and cats

• Unsupervised: The model is trained on “unlabelled” data

 Transactions, some of which may be fraudulent

 Bunch of pictures of animals, people, things



Advanced Analytics

The Neuron – The Foundation of AI

 Based on the brain 

 Takes a series of inputs, assigns a weight and decides if it should “fire” or not.

 Groups of neurons work together in a network

 We are all the subject of various NN’s everyday….



Advanced Analytics

 Neural Networks

 Neural networks are typically organized in layers. Layers are made up of a number of 

interconnected 'nodes' which contain an 'activation function'. Patterns are presented to the 

network via the 'input layer', which communicates to one or more 'hidden layers' where the 

actual processing is done via a system of weighted 'connections'.

 What does that mean???



Advanced Analytics

Kicking a soccer ball…..

1. Take a good touch

2. Look Up (optional).

3. Look at the Ball

4. Place your foot.

5. Swing your arms.

6. Bring back your kicking leg.

7. Lock your ankle

8. Keep your body straight.

9. Angle your body

10. Kick the ball with the correct part of your foot

11. Follow through

12. Follow up (optional)



Advanced Analytics

 How do you learn to kick a soccer ball with all those variables 

involved?

• Start somewhere (foot placement, arm swing, body angle, etc.) and take a 

shot.

• Look at the result, if not satisfactory, adjust a couple of the variables and try 

again.

• Repeat many, many times until you have a consistent accurate result. 

• The combination and weighting of variables that works for you is your 

“model” of how to kick a soccer ball.

• Neural Networks work the same way….



Advanced Analytics

 A neural network starts with arbitrary weights and runs thousands of examples through the 

network.

 The network then checks the score (how many it got right).

 Adjusts the weights through a process called backpropagation (chain rule calculus)

 Runs thousands of examples and checks the score again (repeat this process 

hundreds/thousands of times)

 Every result is plotted on a loss surface (multidimensional plane)

 Each time the weights are adjusted, the network checks to see if it is moving in the right direction –

towards the lowest point. This process is called gradient descent

 This kind of NN we have been discussing is called a feed forward NN or multi layer perceptron.



Advanced Analytics

Recurrent Neural Networks:

 Similar to feed forward network, however; some results from subsequent 

layer are fed back to previous layer and the weights are updated 

accordingly

 Used for forecasting/time series analysis, text analytics/prediction, 

translation

 The future state can be fed back to the present to refine the model. Ex 

guess the next word:

 “We are going to run a…” race? simulation? competition? program?



Advanced Analytics

Convolutional Neural Networks:

• Used primarily for image recognition/computer vision

• System passes several filters across an image and records the weighted value of each frame

• Combines these filters into a smaller picture and runs the process again

• Flattens the matrix into a series of inputs , then behaves similar to a  FF NN 



Auditing Analytic Models



Auditing Analytic Models – Introduction

 Organizations around the world are spending considerable money to build or buy analytic models and analytics 

capability to take advantage of big data, machine  learning, and artificial intelligence (AI) technologies. 

 These models have made their way into every aspect of business and are being relied on as decision support— and, in 

the case of machine learning and AI, actually making the decisions — for issues such as:

• Determining the probability of default for potential borrowers (corporate and individual).

• Evaluating new employees’ probability of success and tenure with the organization (from professional athletes to salespeople).

• Forecasting success and return on investment for new marketing initiatives.

• Making product mix and store location decisions.

• Making life-and-death decisions in self-driving vehicles….



Auditing Analytic Models – Analytic Model 
Categories

There are three main categories of analytic models: Descriptive, Predictive, and Prescriptive.

Each category can provide an organization value and strategic insight

Descriptive

These models allow organizations to condense big data into smaller, more digestible pieces 

of information. Typically, organizations that use analytics meaningfully have mountains of 

raw data at their disposal. Descriptive analytics enables an organization to summarize that 

data and determine what really happened. Most analytics in use are descriptive: sales 

breakdowns, social media likes and followers, ratings, and reviews.



Auditing Analytic Models – Analytic Model 
Categories

Predictive 

The next level up in data analysis, predictive analytics uses a variety of statistical, modeling, data mining, and machine 

learning techniques to study recent and historical data, enabling analysts to identify patterns and correlations in the data.

Based on these identified patterns and correlations, analysts can create a model of the future results given selected 

inputs. For example, based on certain borrower characteristics, a bank may use a predictive model to forecast its amount 

of loan defaults.  

Prescriptive 

The highest level of analytics, prescriptive analytics recommends one or more courses of action and shows the likely 

outcome of each decision. Unlike a predictive model, a prescriptive model shows multiple future scenarios based on a 

decision the organization makes today. Prescriptive analytics requires a predictive model with two additional 

components: actionable data and a feedback system that tracks the outcome produced by the action taken. An example 

of prescriptive analytics would be a casino floor product mix optimization model that predicts revenue gains given various 

game configurations. 



Auditing Analytic Models – Analytics Controls

 Today’s organizations have billions of dollars riding on the accuracy and performance integrity 

of analytic models. With model performance becoming a strategic enabler, organizations need 

to manage the risks associated with analytics.

 Internal auditors need to assess the analytics controls for the models their organizations rely on 

to support decision-making.

 To effectively manage these risks and move beyond simple financial model or spreadsheet 

auditing, organizations need a system of controls around analytic model development.

 These analytics controls provide checks and balances around model selection, validation, 

implementation, and maintenance.



Auditing Analytic Models – Analytics Controls

The objective of analytics controls is to ensure that:
 Analytics personnel have the appropriate skills and training.

 Input data is appropriate, complete, authorized, and correct.

 Model selection procedures are documented and justified.

 Model validation and testing have been conducted in accordance with scientific principles.

 Outputs are accurate, complete, and being used by the business as intended.

 The model is refreshed and re-evaluated periodically.

 The organization maintains a record to track the processing of data from input, to processing, to the eventual output.



Auditing Analytic Models – Analytics Controls

There are several types of analytics controls:

Skills controls provide assurance that data analytics personnel are competent and sufficiently 

trained in relevant analytics methods. 

Business use controls provide assurance that the model addresses the intended business 

objective. 

Data controls are used mainly to check the integrity of data entered into an analytic model. 

Model selection controls ensure model selection is appropriate and reasonable to provide decision 

support. 



Auditing Analytic Models – Analytics Controls

Model validation controls address what is done to ensure the model output is reasonable and 

accurately reflects the underlying nature of the input data. 

Output controls provide assurance that the model output is presented and used in an appropriate 

and justified manner to ensure it remains consistent and correct. 

Maintenance controls address the need to re-evaluate and refresh analytic models periodically to 

ensure they are still relevant in the current environment.



Auditing Analytic Models – Risk Assessment

RISK ASSESSMENT 

To add value to organization wide analytics control risk assessment activities, internal auditors 

should define the universe of analytic models and supporting technology (modeling software, 

data services, etc.). They also should summarize the risk and controls using the risk and control 

matrices documented during the risk assessment process. 



Auditing Analytic Models – Risk Assessment

Next, internal auditors should define the risk factors associated with each analytic model by answering questions such as: 

• Does the model support a regulatory requirement? 

• How complex is the model type? 

• How effective is the design of analytics controls? 

• Is the model prepackaged (off the shelf) and customized or developed in house? 

• Does the model support more than one critical business process?

• How is the data processed by the model classified (e.g., public, private, confidential, etc.)? 

• How frequently are changes made to the model? 

• How complex are those changes? 

• What is the model’s financial impact? 

• How effective are the IT general controls residing within the application (e.g., change management, logical security, and operational 

controls)?



Auditing Analytic Models – Risk Assessment

Once they have answered these questions, internal auditors should weigh all risk factors to 

determine which risks need to be weighed more heavily than others . From there, they should 

determine the right scale for ranking each application control risk by considering qualitative and 

quantitative scales, such as:

 Low, medium, or high control risk.

 Numeric scales based on qualitative information (e.g., 1=low impact risk, 5=high-impact risk; 

1=strong control, 5=inadequate control).

 Numeric scales based on quantitative information (e.g., 1=less than $50,000 and 5=more than 

$1 million).



Auditing Analytic Models – Risk Assessment



Auditing Analytic Models – Audit Approaches

If the analytics team uses a recognized methodology for model development such as the Cross-

Industry Standard Process for Data Mining (CRISP-DM) or some other widely accepted system, 

then internal auditors should consider auditing to that standard. In addition, some organizations 

have established a model risk management function. Internal audit can audit that area using 

similar methodology to that applied to other compliance functions.

For organizations whose analytics teams do not use a prescribed model development 

methodology, there are two approaches auditors can use to audit analytics controls: the Integrated 

Model Review Methodology (IMRM) and the Stand Alone Model Methodology (SAMM). These 

methods apply CRISP-DM principles in an internal audit context.



Auditing Analytic Models – Audit Approaches

IMRM: This approach can be used to evaluate model risk by examining all the business processes 

that feed or are dependent on the model being reviewed. When using the IMRM, internal auditors 

should include within the review’s scope all the organization’s systems that are involved in the 

model under review and whether the implementation of the model is consistent with the 

organization’s analytics strategy. In other words, the auditor needs to include within the review’s 

scope the separate processes that make up the different components of the model cycle.

The auditor then can identify the inbound and outbound interfaces within the model and complete 

the scoping activity. For example, when auditors review a marketing campaign response model, 

they would scope in survey methodology and data collection processes, customer segmentation 

processes (inputs), and marketing decisions made based on model output.



Auditing Analytic Models – Audit Approaches

Using the IMRM approach typically devotes more audit resources to those analytic models that 

affect a larger portion of the organization’s operations. To use the IMRM effectively, auditors need 

to understand the business processes surrounding the use of the model being reviewed and how 

data flows into and out of the model.

SAMM: The alternative approach, the SAMM, is used when the auditor wants to review the controls 

within a single model. The SAMM is useful for new models or when audit resources are limited. 

Essentially, the auditor is verifying that the model, itself, has appropriate controls and performs the 

intended function. It does not provide assurance as to whether the organization is using the model 

output effectively or whether the model inputs are valid



Auditing Analytic Models – Audit Approaches

Although SAMM is effectively a subset of the IMRM, internal auditors should 

clearly specify which methodology they are applying so that management and the 

audit committee know the extent to which they can rely on the results.



Auditing Analytic Models 

IT’S STILL INTERNAL AUDITING
Although many auditors may be unfamiliar with analytic models, machine 
learning, and AI, the fundamentals of internal auditing remain the same. As with all 
new technologies and processes that organizations have embraced, internal 
auditors have a responsibility to learn how analytic models can be useful in their 
work and adapt their methods to serve their stakeholders.



Auditing Analytic Models

Controls and Tests



Auditing Analytic Models – Controls and Tests 

Within the seven analytic control domains — skills, business use, data, 

model selection, model validation, output, and maintenance controls –

there are specific controls that internal auditors can test. Auditors can 

use the Integrated Model Review Methodology to test all the controls 

listed in the tables below. With the Stand Alone Model Methodology, 

only data controls, model selection controls, and model validation 

controls are tested.



Auditing Analytic Models – Controls and Tests 

Skills Controls (AC 1) — Provide assurance that data analytics personnel are sufficiently trained in relevant analytics methods.



Auditing Analytic Models – Controls and Tests 

Business Use Controls (AC 2) — Provide assurance that the model addresses the intended business objective.



Auditing Analytic Models – Controls and Tests 

Data Controls (AC 3) — Provide assurance on the integrity of data entered into an analytic model.

.



Auditing Analytic Models – Controls and Tests 

Model Selection Controls (AC 4) — Provide a means to ensure model selection is appropriate and reasonable to provide decision support.

.



Auditing Analytic Models – Controls and Tests 

Model Validation Controls (AC 5) — Address what is done to ensure that the model output is reasonable and accurately reflects the underlying nature of 
the input data.

.



Auditing Analytic Models – Controls and Tests 

Output Controls (AC 6) — Provide assurance that the model output is presented and used in an appropriate and justified manner to ensure it remains 
consistent and correct. Includes end-user controls.

.



Auditing Analytic Models – Controls and Tests 

Maintenance Controls (AC 7) — Address the need to re-evaluate and refresh analytic models periodically to ensure they are still relevant in the current 
environment.

.



Auditing Analytic Models

Competency Profile and Training Plan

.



Auditing Analytic Models – IA Analytics 
Competency Profile 

Our organizations will be required to use analytics more and more if they wish to remain relevant 
and competitive (or remain at all).

Therefore, as Internal Auditors, if we wish to remain relevant, we need to understand and be able to 
use, audit and consult on a wide variety of analytic tools and techniques:



Auditing Analytic Models – CPC IA Training Plan



QUESTIONS???
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